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Three Layers of Authenticity in Electronic Evidence: Medium,

Content and Source

ZHAO Yue
(Anhui Guoyun Law Firm, Hefei 230000, Anhui, China)

Abstract: Authenticity of electronic evidence is often treated as a single all-or-nothing judgment, with little attention to
which layer is actually disputed. This article argues that authenticity should be decomposed into three layers: the medium,
concerning the reliability of storage devices and operating environments; the content, concerning whether the data has been
altered; and the source, concerning whether the data was generated by the person it is attributed to and expresses that person's
will. The three layers require different methods of examination and allocate the burden of proof differently. Article 93 of the
Provisions on Evidence is a method of examination, whereas Article 94 creates rebuttable presumptions; the two stand in a
relation of method and presumption, not principle and exception. Practice treats Article 94 as a checklist, admitting evidence
once any item is satisfied and setting the threshold for rebuttal so high that the presumption becomes virtually irrebuttable. This
article proposes that rebuttal should require only a specific account of how alteration was possible, pointing to a concrete step,
rather than proof that alteration occurred. As for blockchain preservation, Article 16 of the Online Litigation Rules presumes
only that data has not been altered after being uploaded, not that it was authentic before; pre-upload authenticity is governed by
Article 18 and borne by the submitting party. Blockchain provides integrity, not authenticity, and this distinction should become
commonplace in judicial reasoning.

Key words: electronic evidence; authenticity; medium; integrity; rebuttable presumption; blockchain preservation; specific
denial
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