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Authentication Rules and Examination Methods for Electronic

Evidence: The Dual Structure of Integrity and Reliability

ZHAO Yue
(Anhui Guoyun Law Firm, Hefei 230000, Anhui, China)

Abstract: The examination of electronic evidence has long proceeded within the framework of reliability and legality,
neglecting authentication as an independent step. Consequently, data obtained through irregular extraction is either wholly
excluded or wholly admitted, with no intermediate treatment. This article argues that authentication is a requirement of
admissibility independent of reliability and legality; its object is the identity between the evidence and its source, and its method
is a complete chain of custody together with verifiable technical means. Authentication comprises two levels: formal integrity,
meaning the data has not been altered from creation to presentation, examined through original media, extraction records, hash
values and chain of custody; and substantive reliability, meaning the generation process is trustworthy, examined through system
reliability, operator qualification and internal consistency. Failure of authentication produces a defect in admissibility rather than
automatic exclusion; the defect may be cured, and exclusion follows only where cure is impossible and substantive truth is
affected. A chain-of-custody framework should therefore be established.

Key words: electronic evidence; authentication; chain of custody; integrity verification; admissibility; cure of defects
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