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Data Security Duties of Network Operators and Discretion in

Administrative Penalties

ZHAO Yue
(Anhui Guoyun Law Firm, Hefei 230000, Anhui, China)

Abstract: After the revision of the Cybersecurity Law, the density of data security duties on network operators has
increased markedly and the range of administrative penalties has expanded substantially. Duties now extend from management
systems to technical measures and from incident reporting to risk assessment, forming a multi-layered composite framework.
This article classifies duties into managerial, technical and reporting categories. Managerial duties concern organization and
systems, technical duties concern measures and capacity, reporting duties concern information and cooperation. Their functions
differ, and so should the consequences of breach. The standard of fault should be a presumption of fault. Operators command the
technical conditions and data, while victims cannot readily prove fault, so operators should show reasonable care. Exemptions
should be limited to force majeure, victim fault and independent third-party conduct, and presuppose compliance with statutory
measures. Administrative liability requires breach, harm and causation, and should avoid result-based attribution: a leak alone
does not establish liability. In fixing the amount, authorities should weigh the nature and duration of the breach, its scope, the
actor's state of mind, remedial measures and cooperation, choosing within the statutory bands and giving reasons to avoid
extremes. Reform should specify compliance standards, create compliance incentives, and improve coordination among
administrative, civil and criminal liability.
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